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GLOBAL CANDIDATES PRIVACY POLICY 

Last Updated: July 28, 2026 

SERB PHARMACEUTICALS (“SERB Group”) highly values your personal privacy and is committed 

to respecting the privacy rights of all individuals. We ensure that the processing of personal 

data strictly adhere to the requirements of applicable law and the Privacy Policy (the "Policy"). 

This Policy describes the use of personal information collected by SERB SAS, a company 

organized under French law, whose registered office is located at 40 avenue George V, 75008 

Paris, France, and its affiliates (hereinafter referred to as the "Company", "we", "us", "our"), in the 

context of recruitment. The SERB Group entities collectively act as joint data controller, who 

communicate mutually and determine together the purpose and method for the processing 

of your personal information related to job applications.  

 This Policy applies to candidates ("you", "your") who apply for jobs, internships or 

apprenticeship opportunities within SERB Group entity, whether directly or indirectly.   

If you are a U.S. resident, please refer to our U.S. Candidate Privacy Notice on SERB US Privacy 

Policies for additional information required under California law.  
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1. WHAT DATA DO WE PROCESS?  

1.1 The Company processes the following personal data for the purposes described below: 

https://serb.com/about-us/our-locations/
https://serb.com/privacy-policy-us/
https://serb.com/privacy-policy-us/
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• Personal identification data (surname, first name, date and place of birth, 

professional background and qualifications (academic and professional), 

gender, nationality and work permit for the place where you are applying, your 

civil and marital status, social security number (where applicable)) ; 

• Contact data (e-mail address, postal address, other contact details including 

mobile phone number) ;  

• Any other data that may be provided in support of your application, including, 

but not limited to, information contained in your CV and/or application email, 

and the reasons for your application.  

1.2 We do not collect special categories of data or sensitive data, unless you provide them 

in your CV or the position requires the provision of information relating to your medical or 

disability situation. 

2. HOW DO WE PROCESS YOUR DATA?  

(a) Purposes 

2.1 The Company processes your personal data for the following purposes: 

• Examination of your application and assessment of your abilities, skills and 

suitability for the position; 

• If necessary, communication with you about the recruitment process; 

• Verification and control of the information you communicate to us, directly or 

through authorised third parties; 

• If necessary and permitted by law, check your criminal record if this is necessary 

for the position concerned, and only after we have extended a job offer.; 

• Keeping records of your recruitment process; 

• Carrying out statistical studies ;  

• Satisfaction of our legal and regulatory obligations; 

• Acknowledgement, exercise or defence of our rights.  

(b) Legal basis 

2.2 The collection and processing of your personal data is based on the execution of pre-

contractual measures, on our legitimate interests and on the legal obligations we have 

to comply with. Exceptionally, the processing of your data will be based on your free and 

informed consent.  
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Where collections and processing are based on our legitimate interests, these interests 

do not appear to us to take precedence over your interests and fundamental rights and 

freedoms.  

(c) How long do we keep your data?  

2.3 Your personal data is kept by the Company for periods not exceeding those necessary 

for the purposes for which it is processed, taking into account the sensitive nature of the 

data processed, the applicable statute of limitations and the legal or regulatory 

obligations imposed on the Company.  

2.4 In general, unless there is specific statutory retention period implemented in the countries 

where our business operates, we will retain your personal data for a period of six (6) 

months after the completion of the recruitment process. This retention is necessary (i) to 

ensure compliance with legal, accounting and tax retention obligations, (ii) for the 

retention of evidence during the applicable limitation periods, (iii) for the exercise of our 

rights in the event of litigation or legal action throughout the period of the proceedings 

or investigation. 

2.5 You may, however, allow us to retain your data longer so that we are in a position to offer 

you a job when the opportunity arises.  

In this regard, we will seek your consent to retain your data beyond the period of two 

years from our last contact, and will delete your data once you withdraw your consent, 

unless it is necessary to retain it for longer (i) to ensure compliance with legal, accounting 

and tax retention obligations, (ii) for the retention of evidence for the applicable 

limitation periods, (iii) to exercise our rights in the event of legal or judicial action 

throughout the period of the proceedings or investigation.  

2.6 You may withdraw your consent at any time by emailing dpo@serb.com.  

Withdrawal of your consent will not affect the validity of processing operations carried 

out on this basis prior to the date of withdrawal.  

(d) Synthesis 

2.7 The processing of your personal data can be summarised as follows:  

Processing activity  Collected data Legal basis 

Examination of your application 

and assessment of your abilities, 

skills and suitability for the job 

Personal identification data  

Contact details 

Other application data 

Execution of pre-

contractual 

measures 

Communication as part of the 

recruitment process 

Personal identification data (except 

social security number)  

Contact details  

Execution of pre-

contractual 

measures 

mailto:dpo@serb.com
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Background Checks of the 

information provided (where 

permitted by law, and only after we 

have extended a job offer) 

Personal identification data  

Other application data 

Legitimate interest 

of the Company 

to verify the 

information 

provided by the 

candidate  

Criminal Record Check (where 

permitted by law, and only after we 

have extended a job offer)  

Personal identification data  Legal obligation 

Legitimate interest 

of the Company 

to verify the 

suitability of 

candidate in line 

with concerned 

job. 

Creation of a CV database  
 

Personal identification data 

included in the CV (except social 

security number)   

Contact details 

Other application data 

Consent 

Carrying out statistical studies Personal identification data (except 

social security number)   

Contact details 

Other application data 

Legitimate interest 

of the Company 

to compile 

recruitment 

statistics 

3. HOW DO WE COLLECT YOUR DATA?  

3.1 We collect your personal data:  

- directly to you through your application (CV, application email, phone call) or through 

our authorised staff,  

- indirectly from other entities of the SERB Group, or  

- indirectly when this information has been made public on social networks (via LinkedIn 

for example), if necessary with your recruitment agency or ours, or with third parties 

in the context of preselection, background and/or reference checks that we may 

carry out, to the strict extent permitted by law.  
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4. WITH WHOM DO WE SHARE YOUR DATA?  

4.1 If necessary, we will forward your personal data to the following recipients: 

• The entities of the SERB Group;  

• Third parties for recruitment-support services; 

• Our hosting and archiving technical service providers;  

• Our legal advisers and/or attorneys and those of potential purchasers in the 

context of restructuring operations, disposals, mergers and acquisitions or 

litigation; 

• The courts and tribunals in the event of a dispute involving you; 

• The law enforcement authorities in the event of the observation or suspicion of 

the occurrence of an offence involving you in accordance with or as required 

by the applicable law.  

4.2 In the event of a restructuring, disposal or merger (including reorganisation), we may 

transfer your personal data, subject to the position of senior executive and above, to a 

third party involved in the transaction (for example, a purchaser) in accordance with 

Applicable Data Protection Legislation. 

5. HOW IS THE OUTSOURCING OF YOUR DATA MANAGED?  

5.1 We take appropriate steps to ensure that our contractors process your personal data in 

accordance with Applicable Data Protection Legislation. 

5.2 These measures include the signing of a data processing agreement which requires the 

sub-processor, among other things, to process your personal data only on our instructions, 

not to engage a second-tier sub-processor without our consent, to take the appropriate 

technical and organisational measures to guarantee the security of your personal data, 

to ensure that the persons authorised to access the data are subject to confidentiality 

obligations, to return and/or destroy your personal data at the end of their assignment or 

contract, to undergo audits and to provide us with assistance in following up on your 

requests to exercise your rights in relation to your personal data. 

6. ARE YOUR DATA TRANSFERRED OUTSIDE THE EUROPEAN ECONOMIC AREA?  

6.1 We may share your personal data with our affiliated entities that are involved in human 

resources management. The location list of our entities can be found at the beginning 

second paragraph of the present Policy. 

6.2 Your personal data may also be disclosed and transferred to the countries where our 

service providers have operations, such as recruitment process, to necessarily fulfill the 

presented processing purposes mentioned in section 2.8.  
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6.3 It is not our intention to transfer your data outside the region and countries where you 

reside and work. If this is the case, we will inform you of this and obtain your prior consent 

to do so, and will enter into any appropriate contractual arrangements in accordance 

with Applicable Data Protection Legislation.  

7. WHAT RIGHTS DO YOU HAVE?  

7.1 In accordance with Applicable Data Protection Legislation, you have the right to access, 

rectify and delete your personal data, the right to object to or limit the processing of your 

personal data, the right to portability of personal data and the right to set guidelines as 

to the fate of your personal data after your death. 

Law What does this mean? 

The right of access  You have the right to obtain a copy of your personal 

data. 

The right of rectification You have the right to obtain the rectification of your 

personal data if they are inaccurate or incomplete. 

The right to erasure (the 

"right to forget") 

You have the right to obtain the deletion of your 

personal data. However, the right to erasure (or the 

"right to forget") is not absolute and is subject to specific 

conditions. We may retain your personal data to the 

extent permitted by applicable law, and in particular 

where processing is necessary to comply with a legal 

obligation to which the Company is subject or to 

establish, exercise or defend a legal claim.  

The right to limitation of 

processing 

You have the right to obtain the limitation of the 

processing in certain circumstances (e.g. when the 

Company no longer needs your personal data but they 

are still necessary for the establishment, exercise or 

defence of a legal claim). 

The right to the portability 

of personal data 

You have the right, in certain circumstances, to receive 

the personal data concerning you that you have 

provided to the Company in a structured, commonly 

used and machine-readable format and to pass it on 

to another controller. 

The right to object to 

processing 

You have the right to object to certain types of 

processing (e.g. when the processing is based on the 

legitimate interests of the Company).  
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The right to withdraw 

consent 

If you have given your consent to the Company's 

processing of your personal data, you have the right to 

withdraw it at any time.  

The right to set guidelines 

on the use of your data 

after your death 

(applicable only to French 

residents ) 

You can define guidelines for the storage, deletion and 

disclosure of your personal data after your death. These 

guidelines may be general or specific. General 

guidelines are registered with a trusted third party. 

Special guidelines are stored with the Company. 

7.2 Please send us any request concerning your rights in relation to your personal data by 

email to dpo@serb.com. We will deal with your request as soon as possible and always 

within the time limits provided for by the Applicable Data Protection Legislation. Please 

note that we may retain your personal data for certain purposes where required or 

permitted by law. 

8. HOW DO WE GUARANTEE THE SECURITY OF YOUR DATA?  

8.1 We take appropriate technical and organisational measures to ensure a level of security 

appropriate to the risks associated with your personal data. We follow industry best 

practices to ensure that personal data is not accidentally or unlawfully destroyed, lost, 

altered, unauthorised disclosure or unauthorised access. 

9. QUESTIONS AND COMPLAINTS  

9.1 If you have any questions or complaints regarding the processing of your personal data 

by the Company, please contact our data protection officer by email at dpo@serb.com. 

9.2 You have the right to submit a complaint before the competent supervisory authority in 

your location, please consult the contact details of the Data Protection Authorities here.  

You can also reach out to the following authorities in the regions where our entities 

operate: 

France:  

Commission nationale de 

l'informatique et des libertés  

 

3 Place de Fontenoy - TSA 80715 - 

75334 Paris CEDEX 07  

Tel: 01 53 73 22 22 

Belgium  Autorité de la protection des données 

- Gegevensbeschermingsautoriteit 

(APD-GBA) 

Rue de la Presse 35 – Drukpersstraat 35 

1000 Bruxelles - Brussel 

mailto:dpo@serb.com
mailto:dpo@serb.com.
https://www.cnil.fr/en/data-protection-around-the-world
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Tel :  +32 2 274 48 00 

Email: contact@apd-gba.be 

UK Information Commissioner’s Office 

Water Lane, Wycliffe House Wilmslow - 

Cheshire SK9 5AF UNITED KINGDOM  

Tel: +44 1625 545 700 

Email: icocasework@ico.org.uk 

Germany  

 
Der Bundesbeauftragte für den 

Datenschutz und die 

Informationsfreiheit 

Graurheindorfer Str. 153 

53117 Bonn 

Telephone: +49(0)228 997799-0 

E-mail: poststelle@bfdi.bund.de 

 

Poland  

Urzad Ochrony Danych Osobowych 

Stawki 2 

00-193 Warsaw 

Poland 

 

Tel. +48 22 531 03 00 

Fax +48 22 531 03 01 

kancelaria@uodo.gov.pl 

Luxembourg National Commission for Data 

Protection Commission nationale de 

la protection des données 41 rue de la 

Gare L- 1611 LUXEMBOURG Tél. (+352) 

26 10 60-1 / Fax : (+352) 26 10 60-29 

Email : info@cnpd.lu Website: 

http://www.cnpd.lu/ 

United States U.S. Department of Commerce 

Federal Trade Commission 

1401 Constitution Avenue, NW USA - 

WASHINGTON D.C. 20230 Tel: 1 202 48 

21 816 / Fax: 1 202 50 18 013 

Email: privacy@ntia.doc.gov 

Internet : www.export.gov 

Australia 

 

Office of the Australia Information 

Commissioner 

 

GPO Box 5288 Sydney NSW 2000 

 

Email: foi@oaic.gov.au 

Tel:  1300 363 992 

F +61 2 9284 9666 

mailto:poststelle@bfdi.bund.de
mailto:privacy@ntia.doc.gov
http://www.export.gov/
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10. MISCELLANEOUS  

10.1 This Policy is currently effective as of July 28, 2026. The Company reserves the right to 

update this Policy at any time. If we make changes to this Policy, we will notify you so 

that you are always aware of how we treat your personal data. 

 

 


